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WEB APPLICATION SECURITY COMPLIANCE STATUS 

Ref. Test Report No.:  STQC IT/ERTL(W)/ 2023 ITS 07 Dated:   23/May/2023 
Name of Test Laboratory: STQC IT Services, ERTL(W) Mumbai 

Identification of the Web Application: E-Voting Application Version 2.2.2 

Organization Name: The Indian Institute of Architects 
Test / Staging URL:  https://votingdemo.indianinstituteofarchitects.com/#/login 

Production URL:     https://nextgen.indianinstituteofarchitects.com 
Date of Testing: May 22, 2023 to May 23, 2023 

TEST RESULT SUMMARY: 

OWASP 
Top10 

Web Application Vulnerabilities Compliance Remark 

A01:2021 Broken Access Control Complied Nil 

A02:2021 Cryptographic Failures Complied Nil 

A03:2021 Injection Complied Nil 

A04:2021 Insecure Design  Complied Nil 

A05:2021 Security Misconfiguration Complied Nil 

A06:2021 Vulnerable and Outdated Components Complied Nil 

A07:2021 Identification and Authentication Failures  Complied Nil 

A08:2021 Software and Data Integrity Failures  Complied Nil 

A09:2021 Security Logging and Monitoring Failures  Complied Nil 

A10:2021 Server-Side Request Forgery Complied Nil 

 RECOMMENDATIONS:  

1. The web application is safe to be hosted at        https://nextgen.indianinstituteofarchitects.com       
 

2. Security hardening / secured configuration of the Web Server, Network devices and Operating System are 
recommended for the hosting environment.  

3. Regular security vulnerability assessment of the hosting IT infrastructure (servers and network devices) is 
recommended 

 

 CONCLUSION:  

 This statement of compliance is issued for the specific version of the Web Application.  
 This Statement of compliance becomes null and void, if changes are made to the Application code related to the security 
architecture & security mechanisms for handling inputs, user Access Control, user Authentication & Authorization, 
Session Management, handling sensitive data, Data encryption at Rest & in Motion, handling of runtime errors & 
external resources.  

 This statement of compliance state is also become null and void if there is any change in underlying IT infrastructure or 
their configuration, hosting the Web Application and if any new vulnerabilities are discovered. 
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Sr. Director, IT Services, ERTL(W) Mumbai 


